This review outlines the recent achievements in the field of nanopore research. Nanopores are typically used in single-molecule experiments and are believed to have a high potential to realize an ultra-fast and very cheap genome sequencer. Here, the various types of nanopore materials, ranging from biological to 2D nanopores are discussed together with their advantages and disadvantages. These nanopores can utilize different protocols to read out the DNA nucleobases. Although, the first nanopore devices have reached the market, many still have issues which do not allow a full realization of a nanopore sequencer able to sequence the human genome in about a day. Ways to control the DNA, its dynamics and speed as the biomolecule translocates the nanopore in order to increase the signal-to-noise ratio in the reading-out process are examined in this review. Finally, the advantages, as well as the drawbacks in distinguishing the DNA nucleotides, i.e., the genetic information, are presented in view of their importance in the field of nanopore sequencing.
Nanopores threading DNA: concept
Nanopores have been intensively investigated since the mid1990s in view of their use as a very cheap technology to sequence in an ultra-fast way the human genome [1] [2] [3] [4] [5] [6] ; a target set by the $1000 genome project [7] . Nanopore-based biosensors are expected to overcome other third-generation sequencing methods as they would be able to sequence the human genome at a very high speed and at a very low cost. Such an application would open the way for a personalized medicine for which drugs targeted to each patient could be developed. Through these nanometer-sized pores biomolecules such as single-stranded DNA (ssDNA), doublestranded DNA (dsDNA), and RNA can be electrophoretically driven within a salt solution. The process is briefly sketched in figure 1. A voltage gradient is applied across two ionic chambers connected through the nanopore. This voltage gradient results in an electric field which is very strong at the vicinity of the pore and leads to a rise in the ionic current, which in turn passes through the nanopore from the cis to the trans side of the chamber. Given the fact that the sugar-phosphate backbone in DNA molecules is negatively charged, this electric force can drag any DNA molecule which comes close to the nanopore.
The identification of a translocation event using a nanopore is easily done by observing the ionic current across the nanopore. An empty channel gives rise to a base line. When the DNA passes the nanopore, a change in the current is evident, as sketched in figure 1. This change is known as a current blockade. These blockades are measurable and characterize the translocation events of each biomolecule which is threaded through the pore. The duration of a current blockade denotes the translocation time for the event, i.e. the time required for the translocating DNA to pass through the nanopore. Measuring this translocation time is a method to monitor the translocation process and obtain the length of the translocating DNA. It is known that the translocation time scales exponentially with the DNA length. The scaling exponent is a matter of debate in the nanopore community, as different values have been predicted. From an experimental point of view an exponent of 1.27 ± 0.03 has been reported recently [8] and has been supported through multiscale simulations [9] . Theoretically, for a 3D biased translocation without taking into account the hydrodynamics, the various methods have led to scaling exponents from 1.27 [10] up to 1.65 ± 0.08 [11] .
The advantage of a nanopore sequencer over other sequencing technologies is that it is a single molecule technique which requires no labels or amplification and without or low purified fluorescent reagent volumes. More importantly, nanopores can potentially sequence in real time. However, some second generation sequencing techniques, such as sequencing by synthesis in the IonTorrent approach can also sequence in real time. In practice though, for any DNA strand of useful length, one would always need to parallelize the process and assemble the whole genome from shorter DNA fragments, even in the nanopore approach. In this respect, while individual short DNA strands can indeed be read in real time, the overall assembly of the whole genome will have to take place in a post-processing step. Nevertheless, nanopores are of low cost, compatible with conventional electronics, and can be rendered into a parallel high-throughput device for reading-out DNA supporting long read lengths. Ideally, a nanopore sequencer should consist of a detector chip with an array of nanopores and an instrument controlling the fluidics and electronic elements of the chip. The detector should include the required microfluidic and electronic probes, while the controller should process the raw sequence data. The exact specifications of the nanopore sequencer would optimize its performance. Important factors which need to be tuned are the solution conditions (pH, viscosity, and temperature), possible chemical functionalization, surfacecharge engineering, the pore diameter (i.e. the pore-DNA interactions), and the thickness of the supporting membranes.
These parameters will lead to various sequencing rates, which range from 10 −1 nucleotides/ms −1 up to 10 5 nucleotides/ms −1 . Specifically, for a solid-state nanopore sequencer the translocation speed should be in the range of 1-100 nucleotides/ms −1 in order for the process to be very fast, but also slow enough to detect the sequence. Taking also into account the similarity of the four DNA nucleobases attached to identical sugar-phosphate groups, as well as the fact that the cross section of the nucleobases cover is of the order of 1 nm 2 , the expected resolution of a sequencer should be in the nanometer range.
Commercially, a number of companies have been trying to realize a nanopore sequencer with little success until now. Among these are Agilent Laboratories [12] [17] . Most of these companies had the goal of moving to costs below the desired $1000 and even down to $100 using semiconductor-based biological nanopore sequencing. A global forum known as Allseq [18] has also been released to serve the needs of the nanopore community and to optimize the connection between nanopore research and sequencing providers. Recently, Quantum Biosystems [19] has used a nanogap of less than 1 nm to demonstrate the electrical detection and sequencing of DNA and RNA for the first time. Among the existing nanopore companies, the most promising product driven by nanopore technology seems to come very recently from Oxford Nanopore [20] with its pocket-sized sensing device MinION, which offers real-time electronic data streaming and a scalability of analyses. The first tests on this device have shown that in the course of a 36 h run, the MinION was able to resequence a 48 kb lambda phage [21] . An improvement of at least two orders of magnitude is needed in order to reduce the read errors, make the technology live up to its promise, and overcome the performance of other sequencing technologies such as the Illlumina MiSeq [22] or the 454 GS Junior [23] . Nevertheless, larger and more complex genomes should be processed with this device in order to be able to really evaluate it and convince all the critics.
Types of nanopores
Since the first use of nanopores as biosensors for detecting biomolecules such as DNA, RNA, and proteins, a variety of versatile materials have been used to produce nanopores. These range from biological and solid-state to hybrid and other types of nanopores. We will next review the most commonly investigated nanopores in experiments. Reference to the most relevant and representative studies in the literature is given, but many more can be found through a careful search. This review does not aim to include a complete review of the relevant literature, rather present representative milestones in the field.
Biological nanopores
In the early experiments in the field of nanopore sequencing, a biological pore, α-haemolysin (αHL) was used to electrophoretically thread and detect DNA molecules [24] . The upper section of αHL forms a homo-heptameric β-barrel in biological membranes. This consists of a large vestibulelike structure, while the lower section consists of three possible recognition sites able to discriminate the nucleobases in singlestranded DNA (ssDNA) [25] . It was then suggested that an electric signal could be used to measure the distinctive changes in the ionic flow, the current blockades, corresponding to the translocation of the four distinct bases. The current blockades and time distributions were then used to determine the translocation speed, which varies nonlinearly with the applied electric field [26] . The experiments were supported by a first theoretical description of the process [27] . This biological nanopore is sufficiently stable. At a pH value of 11.7, at which double-stranded DNA (dsDNA) is denatured, it is able to sequence genomic dsDNA rather than ssDNA [28] . Translocation measurements through αHL have shown two distinct timescales, one of which is very long and lies in the msec region [29] . The short time scale is associated with the translocation events, while the longer times are related to the binding and unbinding of the DNA molecules from the pore. The combination of a αHL with a molecular adapter can potentially increase the identification capabilities of the nanopore [30] with an accuracy averaging 99.8% [31] . The translocation of ssDNA through αHL can be facilitated by various factors. As an example, the addition of up to 7 M of urea can promote the translocation of DNA and RNA molecules containing secondary structures mediated by basepairing [32] . The αHL pore is depicted in figure 2(a) . A multi-nanopore force spectroscopy setup would increase the fidelity of the detection of nucleotide mutants using only electronic means for the detection [33] .
Recently, it was also demonstrated that another biological pore, the engineered Mycobacterium smegmatis porin A (MspA) has the ability to distinguish all four DNA nucleotides in a single-stranded DNA molecule [34] . MspA is an alternative to αHL and could potentially be an improvement due to a more favorable structure. It has been shown to lead to a tenfold more specific electric current detection of nucleotides compared to αHL [35] . In order to electrophoretically drive ssDNA through the MspA nanopore the negative charge in the channel constriction has been eliminated, i.e. three charged sites have been replaced with neutral ones allowing the recording of current blockades [36] .
A structural representation of the MspA nanopore is shown in figure 2(b).
Solid-state nanopores
Right after the first experiments on DNA translocation through α-haemolysin pores, the focus turned to the first solid-state nanopores made from silicon nitride. Almost a decade later the possibility to use graphene nanopores for the same cause was shown. In the last 5 years various additional solid state nanopores have been proposed, as will be discussed below.
Silicon nitride nanopores.
In the early 2000s, a method for producing solid-state silicon nitride nanopores was achieved by drilling with a focused ion beam silicon nitride film [37] . Through this method, it was possible to control the nanopore geometry with high precision. This ion beam sculpting technique produces nanopores with a very high yield. The fabrication of silicon nitride nanopores initiated intense studies during which the current blockade measurements were used to gather statistics and monitor the translocation process to also reveal the translocation speed [8, 38] . Many theoretical and computational studies have also attempted to support these findings [9, 39, 40] . Computer simulations have also supported the finding that measuring the duration and Figure 2 . Models of the two biological nanopores investigated for translocation: (a) The structural cross-section of α-haemolysin. The 1.4 nm constriction permits the passage of ssDNA, but not dsDNA, and (b) the structural cross-section of MspA. Reproduced from [4] with permission from the Nature Publishing Group. magnitude of the blockades leads to the discrimination of ssDNA from dsDNA and its length [41] . Experimentally, a silicon nitride nanopore with a diameter of 10 nm can thread a full λ-phage DNA, that is 48.5 kbp, in about 2 ms, thus about one nucleotide every 40 ns [8] .
Theoretically, the microscopic kinetics of DNA translocation have also been revealed suggesting that segments of 20-base pairs can thread a nanopore of about 2 nm in diameter in a few microseconds at typical electric fields [42] . The behavior, i.e. scaling of the translocation time with the DNA length is strongly dependent on the exact conditions of the translocation process [43] , specifically by the dynamics of the molecule in the vicinity of the nanopore and the memory effects in the tension of the molecule [44] . The dynamical scaling exponents of the process have been extensively investigated and reported [45, 46] . The scaling behavior of the translocation time with the DNA length are strongly influenced by the exact conditions, such as the applied voltage, the salt concentration, the nanopore surface charge, the nanopore-biomolecule interaction, the nanopore size, etc.
Solid-state nanopores have have shown the potential to rapidly detect probe-hybridized microRNAs from cellular RNA without radioactive labelling assays [47] . The same study has revealed the importance of the thickness of the membrane which contains the nanopore. A thickness of about 6 nm leads to enhanced signal amplitudes from biomolecules. A further reduction in the thickness to 3 nm allows the detection and discrimination of small nucleic acids. The discrimination is based on the different physical dimensions of the nucleic acids. Silicon nitride nanopores can be used to distinguish the lengths of DNA fragments present in a mixture [48] . An example of such a nanopore is reproduced in figure 3 . A silicon nitride nanopore is also capable of determining simultaneously the DNA conformation (singlestranded linear, double-stranded linear, circular relaxed, and supercoiled), as well as the number of base pairs [49] . This can occur due to the characteristic differences of the current blockages for each conformation. For dsDNA, though, with identical numbers of base-pairs, these differences among the conformations vanish [38] . The force applied to these molecules was measured at 0.24 ± 0.02 pN mV −1 independent of salt concentrations up to 1 M KCl corresponding to an effective charge of 0.50±0.05 electrons/base-pair [50] . This is equivalent to a 75% reduction in the charge of the bare DNA. The salt dependence of the ion transport through nanopores also threading DNA for 50 mM to 1 M KCl concentration does not show an increase or decrease in the conductance over this concentration range [51] . This is in contrast to the case without DNA for which a three orders of magnitude decrease in the conductance was evident with decreasing salt concentration. It was theoretically argued that this behavior is due to a molecular drag the ions feel when DNA is present, which changes the ion mobility [52] . This drag depends on electrostatic, hydrodynamic, and excluded volume interactions and not on the salt concentration. Furthermore, the observed reduction in the current is not related to a reduction in the pore cross section. The number of ions in the pore is believed to be enhanced by the DNA. It has also been shown that an optimal salt concentration exists for which the translocation speed has its maximum [53] . Recently, a reverse influence of salt-gradient-induced charges on the translocation speed of DNA has also been reported [54] .
Apart from these traditional silicon nitride nanopores, the translocation of DNA through silica nanopores has also been reported [55] . Specifically, kinked silica nanopore arrays exhibit nearly perfect selectivity for ssDNA over dsDNA. The diameter, length, and shape of these nanopores can be controlled in order to capture the function of biological nanopores. Compared to these latter pores, kinked silica nanopores show an up to fivefold reduction in the translocation speed due to an increase in the frictional force.
Functionalized nanopores.
Functionalized nanopores have been proposed as an alternative setup in order to reduce the signal-to-noise ratio and enhance the electronic signals measured for each nucleobase [2] . In these nanopores, a small molecule of a similar size to the nucleobase is attached onto the nanopore surface and binds specifically through hydrogen bonds to each translocating nucleobase. In this way, the tunneling signals arising from each nucleobase can differ at least by one order of magnitude compared to the signals from a non-functionalized nanopore [56] . Accordingly, an enhancement of the tunneling current for all four nucleobases is possible with this kind of nanopore. Different molecules have been chosen for the functionalization of nanopores in order to increase their feasibility to read-out the nucleotides [57] [58] [59] . As an example, it was experimentally shown that a chemical modification of the nanopore with probe oligonucleotides can lead to successful translocation events [58] .
The setup of a functionalized nanopore is shown in figure 4 . The electrodes in the nanopore are used for detecting the electric current across the nanopore. One or both electrodes are functionalized. The functionalization molecules should be very small in order to fit into the pore and not clog it. These molecules should have donor and acceptor sites in order to promote hydrogen bonding to the passing DNA molecule. It has been proposed that a double functionalization of the nanopore electrodes would be better than functionalizing only one of the electrodes [60] . In such a setup, one of the functionalization molecules would be the 'backbone-grabber' and the other the 'base-reader' [2] . The former grabs by means of hydrogen bonds the translocating backbone in order to stall the translocation. In that way the 'base-reader' is able, again by means of hydrogen bonds, to detect the nucleobase. The concept of 'grabbing' the nucleobase to read it out is similar to another detection technique which facilitates the formation of hydrogen-bonds between a complementary nucleobase STM tip to electrically pinpoint the target nucleobase [61] .
Although functionalized electrodes show great promise, these might introduce additional degrees of freedom and sources of error in the detection scheme. The preparation of the functionalization of the electrode might be tedious and should be repeatable in order to produce a high yield of similar pores and also allow for efficient parallelization. The functionalizing molecule should always be placed in the same position in order for the nanopore to be reproducible [62] . The effect of the transverse electric field on the functionalizing molecule needs to be evaluated, as well as its dynamics and the reliability of its binding on the nanopore surface.
Plasmonic nanopores.
Recently developed plasmonic nanopores combine a plasmonic bowtie nanoantenna made of gold with solid-state nanopore [63] . The plasmonic effects on DNA translocation events through these pores have been evaluated. The nanoantenna is in principle an optical antenna which focuses light on a highly intense nanoscale region right at the nanopore. Plasmonic nanopores use localized surface plasmons which can enable light-triggered rapid control of the nanopore. Small hot-spots with highly intense optical fields are generated and can be used for surface-enhanced A rough setup of a functionalized nanopore. One of the electrodes, the left one, in the nanopore (not shown) is functionalized with a small molecule (here a small diamond-like nanoparticle, known as diamondoid [59] ) in order to capture through hydrogen bonds the translocating ssDNA.
Raman scattering and plasmon-enhanced fluorescence of biomolecules translocating through the plasmonic nanopores. In this way, an optical instead of an electrical read-out of the DNA is provided. Translocating DNA molecules are exposed to strong optical fields in the plasmonic hot spot. In this way, both the dynamics of the DNA, as well as its optical read out can be controlled. The plasmonic excitation of the nanopore has a strong effect on the ionic conductance and the DNA capture in the pore (without affecting the translocation time), as shown in figure 5 . Interestingly, the rate of the DNA translocation events is significantly enhanced in LiCl solutions not typically used before [64] . In principle, sequencing through a plasmonic nanopore is possible through surface-enhanced Raman spectroscopy as mentioned above. Locally confined plasmonic fields strongly enhance Raman scattering and the Raman spectra are direcly related to the molecular structure. In this way, no labeling is needed for the sequence detection. The response of the plasmonic sensor device to translocating dsDNA molecules can be quantified through the conductance blockades, translocation time, and event rate. The plasmonic effects on these characteristics are consistent with plasmonic local heating of the nanopore. This local heating and the plasmonic excitation of the solid-state plasmonic nanopore leads to larger conductance blockades without a corresponding decrease in the translocation time typical for uniform heating. The most significant plasmonic effect is a significant enhancement of the event rate in the LiCl buffer due to the negative thermophoresis in the strong thermal gradients caused by plasmonic heating. Translocation in LiCl solutions leads to very low event rates at relevant concentrations, but also a low translocation speed and a high spatiotemporal resolution. Accordingly, the observed plasmon-induced rate enhancement is of high relevance for DNA sensing with nanopores.
Metallic nanogaps.
The use of a nucleotide-sized elecrode nanogap down to 0.6 nm has been shown to detect DNA and also distinguish between different (methylated and non-methylated) nucleotides opening the way to perform a methylation analysis of the genome [65] (see figure 6 ). It was shown, that a methyl substitution contributes to the increase of the tunneling conductance of deoxycytidines. The highest occupied molecular orbital is shifted closer to the Fermi level of the electrodes. A statistical analysis of the tunneling current signatures has also led to the identification of methylcytosines.
Similarly, the distinct electronic signatures of all four DNA nucleosides have been measured using a 2 nm tunneling junction [66] . It was observed there that the current distributions of individual DNA nucleotides differ from those of the respective nucleosides. Measurements have been done on bare gold electrodes, as well as functionalized electrodes. The current distributions narrow 10-fold when one of the electrodes is functionalized with a reagent. This is observed due to the specific orientation in which the functionalizing reagent traps the nucleosides.
A functionalization of the second electrode reduces the contact resistance to the nucleosides and allows their identification through their peak currents. The choice of the material which makes up the electrodes was also found to be important.
Nanopores in 2D materials

Graphene nanopores.
It was first theoretically predicted in 2010 that a graphene nanogap of 1.6 nm could lead to an error-free read-out of DNA [67] . The nanogap would read the transverse conductance of the translocating DNA. However, the unique density of the states of graphene, the contribution of counterions, and the doping of the nanogap due to the absorbing water molecules are some of the factors which should be further evaluated and could possibly increase the error in the measurements.
In the same year, three independent experimental groups simultaneously published their results on manifesting DNA translocation through graphene nanopores, emphasizing the intense research done in the field [68] [69] [70] . The graphene nanopore is made by drilling a pore using an electron beam and can be viewed in figure 7 . Graphene has an atomic thickness and can enable measurements of transverse conductance with single-base resolution, a strong advantage compared to the much thicker silicon nitride nanopores. The conductance through the graphene layer is modulated by its interaction with the base. It has also been demonstrated that a solidstate nanopore can be integrated with a graphene nanoribbon transistor to create a sensor for DNA [71] . Such a sensor can detect DNA molecules by measuring simultaneously drops in the ionic current and changes in the local voltage in the transistor. The local electric field is changed by the DNA and this effect manifests itself in a change in the transverse current through the graphene nanoribbon (much like the source-todrain current is affected by a gate field in a field-effect transistor). The correlation between these two signals can be used together with the ionic current measurements as a realtime control of the graphene-based sensing device.
Accurate computer simulations of nucleobases in a graphene nanoribbon pore and an analysis of the electrical current and conductance spectra as functions of the voltage applied across the nanoribbon have shown that a graphene nanopore device has adequate sensitivity to discriminate between different nucleotides [72] . Furthermore, a graphene membrane with a quantum point contact geometry shows a greater electrical sensitivity than a uniform armchair geometry provided that the carrier concentration is tuned to enhance charge detection [73] . The position and size of the nanopore in graphene nanoribbons together with the shape of their edge and their carrier concentration significantly affect their electronic conductance and their sensitivity to any external charges, such as the anions and cations in the surrounding solution. A proper choice of these parameters allows for a detection of the rotational and positional conformation of a DNA strand inside the nanopore. An increase of up to 3 orders of magnitude in the conductivity of a graphene nanopore was shown to be possible through edge hydrogenation of the graphene nanopores [74] . Atomically short graphene nanopores, closely matching the diameter of dsDNA, have a very high sensitivity of about 0.65 nA Å −1 to very small changes in the outer diameter of the translocating DNA [75] . These nanopores can resolve nanoscale-spaced molecular structures with a resolution of less than 0.6 nm along the length of the molecule.
A graphene pore can be used either as an electrode to control the local electric potential and the translocation rates or as a way to monitor the tunneling current across individual translocating nucleotides. The capabilities of the nanopores strongly depend on the thickness of the membrane containing the nanopore and the diameter of the nanopore. The membranes are typically too thick to probe the local structure of a translocating molecule. In order to read out the nucleotides, a membrane with a sub-nanometer thickness, such as graphene, is needed. For a membrane with a diameter about 0.6 nm, as the case in the experiments, the resolution of the graphene pore was found to be 0.35 nm, which in fact is the size of a base [70] . The difference between a SiN nanopore and a graphene nanopore is roughly sketched in figure 8 . Note, that in the graphene nanopores there is a strong hydrophobic interaction between DNA and graphene at low applied bias which causes the DNA to stick to the graphene membrane [76] .
Alternatively, it has been proposed that a better control on the translocation of DNA can be done when four additional graphene layers are deposited on the top of the main graphene platform [77] . The transmission along the graphene setup at the Fermi level is strongly affected by the presence of the DNA not allowing for a clear identification of the nucleobases. For transport occurring away from the Fermi level the graphene sensor can strongly identify the nucleobases. Atomistic simulations of DNA translocation through nanopores has shown that the translocation time for four DNA strands is proportional to the size of the four nucleobases [78] . It was also shown that the change in the ionic current in these cases is not only caused by the physical blocking of the DNA, but also by the change in the ion distribution when the DNA enters the pore. An induced higher cation and lower anion concentration near the DNA surface makes the ionic current measurements not sensitive to the base size. For this to happen an increase in the graphene membrane thickness has been proposed [78] .
MoS 2 nanopores.
Novel atomically thin nanopores other than graphene are the molybdenium disulfide (MoS 2 ) nanopores. These have also manifested a high sensitivity for DNA translocation and can achieve single base resolution [79] . A monolayer or a few-layer thick exfoliated MoS 2 with a subnanometer thickness can be suspended at a specific location on a silicon nitride membrane. A transmission electron microscope (TEM) is used to drill nanopores of variable sizes in the MoS 2 layer with a very good yield. These nanopores could successfully thread dsDNA of different lengths and conformations, having a signal-to-noise ratio over 10 times improved over the much thicker silicon nitride nanopores. The signal amplitude is also five times larger than the common silicon nitride pores. At high ionic strengths the device failure rate is very low. The advantage over the other atomically thin nanopores made of graphene is that MoS 2 nanopores do not need any surface treatment to avoid the hydrophobic interaction between the nanopore surface and the DNA molecules as the nucleobases do not stick to the MoS 2 surface. By controlling the translocation speed it is possible to use MoS 2 nanopores for a single-nucleotide temporal resolution with a speed optimal for sequencing, which is 1-50 nt ms −1 . Furthermore, the differentiation of the four DNA nucleotides was possible with these nanopores [80] . A schematic of the set-up is shown in figure 9 .
The possibility of nucleobase detection using single-layer MoS 2 was also observed through computer simulations [81] . A MoS 2 nanopore shows four distinct ionic current signals for single-nucleobase detection with a signal-to-noise ratio of about 15. A single-layer MoS 2 shows a characteristic change/response in the total density of states for each base. The band gap of MoS 2 is significantly changed compared to other nanomaterials (such as graphene, h-BN, and silicon nanowire) when bases are placed on top of the MoS 2 material. This is an important ingredient for detecting DNA using transverse current tunneling measurements. In contrast to graphene, DNA translocating a MoS 2 nanopore shows more distinguishable signatures for each nucleobase. A sketch of the translocation of a DNA molecule (with and without a hairpin) is shown in figure 10 . In the same figure the differences in the electronic structure of two nucleobases (guanine and thymine) are depicted through their electronic charge density denoting a high possibility for their identification.
Boron nitride nanopores.
Electronic measurements of DNA translocation events through atomically thin insulating boron nitride nanopores have recently been presented [82] . In these ultra-thin two-layer nanopores, with an effective thickness of 1.1 nm, the magnitudes of the ionic blockades have been found larger than in silicon nitride nanopores. The trends in the current blockades and translocation times as functions of the applied voltage bias are similar as in the case of silicon nitride nanopores. A sudden drop in the ionic current is observed and assigned to translocation events, while the translocation times in the BN nanopores are one order of magnitude smaller than those in the case of silicon nitride pores. Compared to graphene nanopores, the BN nanopores have reached the spatial resolution of their counterparts made of graphene. Similar to graphene nanopores, some longer translocation events indicate a strong interaction between the hydrophobic BN surface and the DNA molecules.
Hybrid/biomimetic nanopores
2.4.1. Solid-state/biological nanopores. Hybrid nanopores have been proposed and produced in order to combine the durability, shape, and size control of solid-state nanopores, the atomically precise structure, and the potential for genetic engineering of biological nanopores, [83] . The limitations of both solid-state and biological nanopores can be overcome by inserting single α-hemolysin nanopores into a solid-state nanopore. The biological pores are difficult to integrate with electronics due to the need for lipid bilayers for mechanical support. Similarly, while the production of solid-state nanopores is being done widely, it is still somewhat tedious to get the precise pore dimensions for a parallelization scheme.
Through the hybrid nanopores, a dsDNA molecule is attached to the protein pore and is electrophoretically threaded into a solid-state nanopore, as sketched in figure 11 , giving rise to the respective distinct ionic current traces. The translocation manifests the functionality of the hybrid nanopore. The advantage of such pores is that they offer a platform to create wafer-scale parallel device arrays for sequencing. In addition, this work manifests the possibility to study and use the α-haemolysin pore outside a lipid bilayer.
DNA origami nanopores.
The assembly of solid-state nanopores in which DNA origami structures are inserted has recently been demonstrated showing the versatility of these novel nanopores [84] . These are functional hybrid nanopores which are adaptable. These involve single artificial nanopores made from DNA origami repeatedly inserted and ejected from solid-state nanopores (figure 12). The diameters of the host solid state nanopores are about 15 nm. These hybrid nanopores have been shown to thread and detect λ-DNA.
Other types of DNA origami nanopores involve the combination of glass nanocapillaries with DNA origami structures [85] . The trapping of these structures on the nanocapillaries is manifested by using simultaneously the ionic current signatures and fluorescently labeled DNA origami. A physical and chemical control of the DNA is possible with these Glass capillaries can be pulled into nanocapillaries and electrophoretically thread DNA molecules [87] . Their diameters can be as small as 45 nm. Threading the DNA molecules through the nanocapillaries leads to changes in the ionic current. Different folding conformations of the DNA can in this way be attributed to these changes. The conductance of the nanocapillaries shows similar behavior to silicon oxide nanopores at low and high KCl concentrations [88] . DNA translocations at high KCl concentrations (400 mM2 M) lead to a reduction in the ionic current. At low KCl concentrations (10 300 mM) the translocation of DNA leads to an increase in the ionic current. Under a scanning electron microscope beam nanocapillaries can be shrunk [89] . The shrinking depends on the beam current and the acceleration voltage. Controlling these parameters leads to the desired nanocapillary diameter. A shrunken nanocapillary has the ability to detect DNA translocation with six times higher signal amplitudes than an unmodified nanocapillary. A cross-section of a nanocapillary as well as current traces of DNA translocation events are provided in figure 13 . Nanocapillaries are thus an alternative to solidstate nanopores as a label-free analysis tool for biomolecules in aqueous solutions. Their advantage over other nanopores is their very low cost.
Carbon nanotubes.
Carbon nanotubes are expected to simplify the construction of nanopores and have the ability to transport DNA molecules, giving distinctive and very large electrical signals of DNA translocation. The fabrication of a single nanopore device by growing single-wall nanotubes at low densities on an oxidized Si wafer has been reported [90] . The nanopore separates two fluid reservoirs with a 1-2 M KCl solution. The outside diameter of these nanotubes are between 1-2 nm. Nanotubes are able to pass anomalously an amplified ionic current due to the electro-osmotic flow resulting from trapped charges in the nanotubes. Specifically, the large electro-osmotic flow can be turned into a large net current, rather than a current blockade, through an ionselective filtering by a DNA segment residing at the exit of the nanotube [91] .
Nanopores in layered (hetero)structures.
Layered devices made from graphene have also been proposed to show high efficiency in transporting DNA [73] . Each atomically thin layer in the device has a specific role in the translocation and read-out process. An electrically active multilayer membrane device could enhance the performance of the sequencing device. More than one layer of graphene sandwiched between dielectrics, active semiconducting or metallic regions can be used to simultaneously control and record the DNA translocation through the nanopore. As an example, a four-layer device has been proposed and is sketched in figure 14 . This contains two graphene layers to control the translational motion of the translocating DNA. The top graphene layer (V C1 in the figure) controls the translational motion of the DNA. The second graphene layer (V C2 in the same figure) controls the lateral confinement of the molecule in the nanopore. The current is measured by a third graphene layer (V DS in the figure). The carrier concentration is controlled by a heavily doped back gate which lies underneath this third layer. An electrical isolation is provided by oxide barriers between the different graphene layers. Along the same lines, novel heterostructures made by alternating graphene and boron nitride films [92] [93] [94] or graphene and MoS 2 heterostructures [95, 96] manifest tunable electronic properties which would be desirable in the field of nanopore sequencing.
Sequencing protocols
As mentioned previously, the main goal in nanopore technology is to sequence biomolecules such as DNA and RNA. For this, different protocols have been suggested. We refer to the most promising ones. Note, that a nanopore should be able to distinguish, preferably without any error, among the four different nucleobases in DNA. This is not an easy task as the nucleobases are very similar, chemically and physically, and cover a cross-section of approximately 1 nm 2 .
Current blockades and longitudinal ionic current
The exact signatures of the current blockades provide a way to distinguish between the different DNA units. A nanopore, large enough to thread one nucleobase at a time which blocks the flow of the ions during translocation is capable of measuring ionic currents and assigning their value to each base. As an example, using thin solid-state nanopores down to 3 nm in a 6 nm thick membrane can allow the discrimination of small nucleic acids [47] . Another possible detection using ionic current traces is based on tagging DNA sequences [97] . Specifically, the scheme is based on the principle of barcoding DNA. dsDNA is hybridized using peptide nucleic acid probes. The tagged DNA molecules give rise to a secondary blockade level which is absent in untagged DNA. In this respect, key sequences embedded in individual DNA molecules can be identified.
Silicon nitride nanopores with a diameter of 0.8-2 nm in 5-8 nm thick membranes have also been shown to identify differences between ionic current signals of short (up to 30 bases) ssDNA homopolymers, when combined with current measurement that allow a signal-to-noise ratio of better than 10 at a bandwidth of 1 MHz [98] . Using the ionic current blockades to detect DNA is a very easy and fast method. However, in order to detect the bases, the nanopore should block only one base at a time, thus making the translocation speed very slow of the order of tens or hundreds of ms [62] . Such a speed would be very slow in comparison to existing sequencing techniques. Reproduced from [73] from the National Academy of Sciences of USA.
Transverse tunneling current
It is known that DNA is an electrical conductor and that each nucleobase has different electrical characteristics. This gave rise to the following idea: Instead of using the longitudinal current, i.e. the ionic current blockades, the transverse tunneling current across the nanopore would probably offer a better and more efficient way of reading out the DNA nucleotides [99] . Comparing the current from a nanopore without a DNA to that from a nanopore which threads DNA should lead to an identification of the passing nucleotides. The actual geometry of the nanopore and the electrodes do not change this protocol. The tunneling current depends on the chemical specificity of each nucleobase. The orientation and geometry of the biomolecule defines the coupling of the molecular states to those of the electrodes and controls the tunneling signal. Accordingly, the tunneling signal is influenced by the electronic structure of the nucleobases relative to the electrodes, the degree of localization, the geometry, and the energy of the electronic states [62] . As long as the Fermi level of the electrodes is not resonant with the levels of the molecule, which is typically what happens when the nucleobases are between the electrodes, the dominant mechanism for the electric conduction through a gap with a nucleotide is tunneling. In the absence of a resonance, the geometrical characteristics of the gap and the molecule, as well as the position of the nucleotide relative to the electrodes are important factors for the determination of the conductance rather than the usually considered parameters (like the highest occupied and lowest unoccupied molecular orbitals, HOMO and LUMO, respectively) [100] .
For the appropriate spatial width between the nanopore and the DNA backbone it is possible to read the distinct signature of each nucleotide, which is also independent of the nearest-neighbor nucleotides [99] . A single-nucleobase resolution based on tunneling current measurements can efficiently be provided by using graphene nanogaps [101] . It is possible, though, to detect DNA molecules in a nanopore by concurrently measuring both the tunneling and ionic currents [102] . Specifically, it has been demonstrated that a solid-state nanopore can be aligned to a tunneling junction in order to detect DNA translocation events simultaneously in the ionic and tunneling current traces. Events occuring in the sub-millisecond time scale can be detected only in the ionic channel, while events with a time larger than 1 ms can be detected by both channels. These are probably related to molecules adsorbed or trapped in the tunneling junction. Nevertheless, the concurrent detection of the According to the above lines, the electrical detection of single nucleotides using two configurable nanoelectrodes has been experimentally manifested and indeed occurs by tunneling [103] . A statistical identification of the nucleotides based on their electrical conductivity was possible, revealing the feasibility of electron transport measurements for DNA sequencing. A detection of all four nucleotides using tunneling current measurements was also shown experimentally [66] . A schematic of the tunneling measurements concept is given in figure 15 . Similarly, it has been reported that tunneling electrodes which have been functionalized with recognition reagents can identify a DNA base flanked by other bases [57] . The residence time of a base in the junction is of the order of a second. However, applying a force of tens of piconewtons to pull the DNA through the electrodes would result in reading speeds of tens of bases/second.
The detection using tunneling currents is expected to be orders of magnitude faster than a detection using ionic currents. The electric currents of tens to pA to nA can be detected with large bandwidths reaching the MHz regime and even higher [62] . However, detecting the tunneling current is strongly influenced by anything residing between the two electrodes. A base that occupies the gap between the electrodes gives rise to a high tunneling current which is statistically distinct from the respective signals from the other nucleobases.
Measurements of the transverse current across DNA strands translocating a nanopore are expected to provide statistically distinguishable signals. Indeed, many factors add up to the noise in the nanopore device. An important source of noise comes from the complex liquid environment, but the current distributions are not strongly affected by this noise for reasonable timescales down to 10 −15 s [104] . This is attributed to the off-resonant tunneling of electrons through the nucleotides. Timescales faster than the ones mentioned lead to current distributions which are affected by the environmental noise, although these timescales are not physically reasonable. Overall, the current distributions are affected only by large scattering strengths as compared to the energy gap between the frontier molecular states and the Fermi level. This gap is typically large, thus the current distributions are not strongly affected by the noise.
Optical recognition
Using optical signals to distinguish the DNA nucleotides is a promising more recent alternative of the electrical recognition discussed thus far. For example, a multicolor read-out can distinguish the DNA units at high speed [105] . Molecular beacons are used to recognize the target DNA which has been converted according to a binary code. The nanopores are then used to strip off the beacons leading to detectable photon bursts. This scheme allows a parallelization of large nanopore arrays including hundreds to thousands of nanopores as the signals from multiple pores can be detected simultaneously. A respective setup is sketched in figure 16 .
Ionic currents and fluorescent spectra can be simultaneously recorded as a DNA passes through a carbon nanotube [106] . Similarly, an optical detection of DNA translocation using ultraviolet light has shown a high resolution in identifying the DNA bases and a high signal-to-noise ratio [107] . The ultraviolet light was used to excite a fluorescent probe attached to DNA and a nanopore in the silicon membrane. At ultraviolet wavelengths silicon has a large refractive index and extinction coefficient leading to a high z-polarization component of the electric field at the nanopore vicinity. This generates a large electric field gradient at the nanopore opening. In addition, at the cis side of the pore, the large extinction coefficient is related to a reduction in the background noise originating from the fluorophore-labelled DNA. It was recently shown that low-power visible light can be used to modulate the surface charge in solid-state nanopores, thus influencing the translocation dynamics of DNA and proteins [108] . Specifically, controlling of the surface charge allows the control of the electroosmotic flow through the nanopore and in this way the translocation speed of the biomolecules.
Additionally, plasmonic nanopores offer an alternative for the optical detection of DNA, as mentioned earlier.
The addition of plasmonic functionalities to nanopores allows for an optical detection, such as measuring shifts in plasmonic resonances, plasmon-enhanced fluorescence, as well as surface-enhanced Raman scattering [64] . The latter Each nucleotide of the target DNA is biochemically converted to a known oligonucleotide. This procedure is followed by a hybridization with molecular beacons. The translocation of the DNA through the nanopore allows for the optical detection of DNA.
(a) The concept of the parallel readout scheme. Each pore has a specific location in the visual field of the EM-CCD and enables simultaneous readout of an array of nanopores. Reproduced from [105] with permission from the American Chemical Society. two schemes are related to strong optical fields around the plasmonic nanostructures; very relevant to the plasmonic nanopore which needs a plasmonic hot spot exactly at the pore region. The strong optical field gradients at this plasmonic hot spot are related to optical forces which can be very useful for capturing the DNA molecules and control of their dynamics [109] . Finally, DNA translocation through nanocapillaries can be detected using fluorescence measurements [110] . The mobility of translocating DNA molecules under high electric fields can be extracted by tracking the motion of single DNA molecules in the nanocapillary perpendicular to the optical axis.
Alternative read-out protocols
3.4.1. Tunnel-current decay. Identification of the DNA basepairing can also be done through tunnel-current decay [111] . The read-out scheme is based on hydrogen bond-mediated tunneling signals from a nucleobase-functionalized STM probe which is pulled away from a nucleoside layer.
The electric signals that are being measured are uniquely characteristic of Watson-Crick base-pairs. Regarding the efficiency of the method, 13 independent runs could lead to 99.9% accuracy. The tunnel-decay signals are indicative of the strength of the hydrogen bonding within the base-pairs. Guanine-cytosine pairs which are bonded with three hydrogen bonds are stiffer than the adenine-thymine pairs, which involve two hydrogen bonds. The attractive forces implicitly measured by the STM probe depend on the hydrogen bonding and have a large effect in determining the rise of the tunneling current which shows a clear chemical sensitivity [112] . In this respect, the molecular recognition which depends on the chemical bonding can be directly transduced into an electrical signal with chemical specificity. This approach does not involve a nanopore, but the identification of molecules on a surface using an STM tip. However, it can be adapted by a nanopore device in the case where a molecule is used to functionalize a nanopore, as mentioned previously. The tunneling signals will then be indicative of the hydrogen bonding between the functionalizing molecule and the translocating nucleotides. Taking multiple measurements, either through parallelization or by changing the direction of the longitudinal electric field to move the DNA molecule back and forth in the nanopore [120] , would lead to a highly accurate detection method. Furthermore, the binding of each nucleotide with the functionalized STM probe shows detailed temporal characteristics. Single clusters of current spikes last a fraction of a second containing spikes that occur at kHz frequencies [57] . Analysis of these clusters could possibly lead to the identification of the DNA sequence.
Capacitance-based read-out.
An additional readout scheme is the capacitive detection. This involves the direct detection of voltage fluctuations due to the local and unique dipole moments of the nucleobases [113] . Individual nucleotides and their mutations in the absence of conformational disorder can be resolved. This can be done since the voltage signals caused by the DNA translocation and the DNA backbone are 35 mV and 30 mV, respectively. These signals can be detected experimentally and differ from the maximum voltage caused by the translocation of individual nucleobases, which was found in the range 2-9 mV. It has been suggested that a nanopore with a diameter of 1 nm in a capacitor would be able to count the number of nucleotides in a DNA molecule. However, in such a detection scheme, the reliance on relatively long-range capacitive interaction would probably limit the spatial resolution for the read-out [114] . Accordingly, a current capacitance measurement of a translocating ssDNA would not be sufficient as a stand-alone scheme to rapidly sequence DNA. Nonetheless, the capacitance of the single nucleotides should be considered for the electric measurements in the GHz frequency scale. This can potentially also be used as an alternate criterion for the identification of the DNA sequence.
Controlling the translocation process
Different kinds of nanopores for translocating DNA have been proposed throughout the years, as outlined previously. Although, many companies are directing their efforts in producing sequencing devices, a lot of issues need first to be addressed and optimized. A major effort is directed at finding efficient ways of controlling the translocation process. Here, we review the main factors which need to be controlled in order to optimize the translocation process in view of the sequencing ability of nanopores.
Speed
Controlling the translocation speed is critical for sequencing using nanopores. The translocation process is too fast to distinguish individual nucleobases. In order to assign the correct statistical weight to the tunneling current of a specific DNA sequence, the rate at which DNA is translocating the pore should be known and the translocation should be relatively steady [62] . Reducing the translocation speed is favorable in order to detect the DNA base-pairs and distinguish them. The translocation dynamics, and hence the speed, is dominated by the DNA-nanopore interactions. Accordingly, a way to control the speed is through the modification or tuning of these interactions by modifying the surface properties of the nanopore [115] . The use of organic coatings is a straightforward method to lead to a 4-fold tuning of the unfolded single-file translocation time through small aminefunctionalized solid-state nanopores by varying the solution pH in situ. As can be easily observed in figure 17, small changes in the surface charge of the nanopore can account for different blockade characteristics and consequently large shifts in the dwell time, allowing for the tuning of the translocation time also in conjunction with the right choice of the pH of the solution and without affecting other experimental conditions. Additional advanced strategies have been proposed to slow down the translocation process. For example, an active voltage control [26] , salt concentration [53] , the use of salt gradients [116] , the selection of the electrolyte [117] , and transverse electric fields [118] can all control increase the passage time of the DNA. The combination of optical tweezers with nanopores also allows the adjustment of the translocation speed, as well as the force on the translocating DNA and its position in the pore [50] . The optical tweezers can reduce the speed of the translocation to 150 bp ms −1 , about 200-fold slower than free DNA, and can also enable a repeated electrophoresis, that is, to translocate single molecules back and forth through the pore [119] .
In solid-state nanopores, the hydrophobic interactions between the DNA bases and the nanopore surface can slow down the process in the case of ssDNA, also favoring the unzipping of dsDNA in the pore [42] . Electric forces capture and move the DNA to the pore over micrometer scale distances. By recapturing and trapping single DNA molecules with a nanopore it is possible to improve the accuracy of the measurements [120] . In this way, it is possible to probe the physical characteristics of the molecules on sub-millisecond time and sub-micrometer length scales. For a sequencing based on the tunneling current characteristics it is possible to have a reduced translocation speed so that one base at a time can align with a pair of electrodes [121] . This can occur when the field that drives the DNA through the nanopore is smaller than the transverse electric field strength, generated by applied bias voltage across the nanopore-embedded electrodes. The DNA backbone is charged and its position can be controlled using the transverse electric field, which forces the backbone to move towards the nanopore wall and experience friction caused by the wall. The strength of this friction can be controlled by the proper choice of value of the transverse electric field.
The translocation speed can potentially also be controlled by a setup of a multilayer membrane device. In order to slow down a translocating DNA molecule a bias voltage (V C1 in figure 14 ) can be applied to one of the multiple graphene layers. This layer would operate as a control gate to trap the DNA inside the pore. An additional graphene layer (V C2 in figure 14 ) could be used to generate a focusing field which traps the DNA and helps to reduce the flossing of the DNA in the nanopore. A third graphene layer (V DS in figure 14) , as discussed above, will read the current signals. Finally, the frequency of DNA translocation can be reduced by 1 order of magnitude by adjusting the voltage in the case of DNA origami nanopores [86] . It should be noted that in general the real sequencing speed is set by the rate at which electrical measurements can be done and not by the translocation speed.
Dynamics
While controlling the translocation speed it is also critical to control the dynamics of the DNA before the pore entrance Figure 18 . The concept of a thermophoretic manipulation of DNA translocation through nanopores. A temperature gradient is applied across the nanopore capturing the DNA and threading it through the pore. Reproduced from [122] with permission from the American Chemical Society. and throughout its translocation. In this respect, a crosspore thermal gradient has been shown to transform doublestranded DNA into single-stranded and thermophoretically drive the DNA through the pore with a speed much slower than in the electrophoretic translocation [122] . With such a scheme (as depicted in figure 18 ), the preferred DNA conformation could be obtained by the high temperature environment before entering the nanopore. Additionally, the temperature drop along the pore axis is capable of providing thermal drive sufficiently large enough to achieve high throughput and successful translocation events. This cross-pore thermophoresis scheme can assure a high capture rate of the molecule from the pore and orders-of-magnitude slower translocation. Transverse electric fields across the pore can also stabilize and control the arrangement of the nucleobases in the pore, so that these are optimally placed within the nanopore to be read out [123] . The intrinsic measurement bandwidth of the electrodes helps the detection of single bases by taking averages over the current distribution of each nucleobase. The geometrical conformation and dynamics of the DNA nucleobases and the nanoelectrodes strongly influence the current-voltage characteristics of the different bases [100] .
Geometric fluctuations of the nucleotides in the nanopore can lead to large fluctuations in the measured transverse tunneling current contributing to a larger read-out error [124] . Furthermore, the nucleobases can rotate around the bond to the backbone, while the whole DNA molecule can also rotate in the nanopore. The latter effect, due to the fact that the persistence length of the DNA is much larger than the base-to-base distance, will lead to a similar conductance for consecutive nucleobases [124] . The fluctuations in the conductance, due to the rotational fluctuations of the nucleobases can be reduced by stabilization of the nucleobases in the nanopore. A functionalization of the nanopore [56] or calibration of the applied bias voltage are possible solutions [123] . It is difficult to sequence DNA on the basis of just one read-out due to the structural fluctuations and the irregular dynamics of an ssDNA molecule. Accordingly, a distribution of electrical current values for each nucleobases needs to be obtained [121] . For obtaining these distributions to sequence DNA, first the nanopore should be calibrated by obtaining the current distributions for known short polynucleotides before attempting to read out the target DNA. This can be done either by slowing down the DNA in the pore, as discussed above, or by taking multiple measurements of the current.
Signal-to-noise ratio
A major drawback in many of the nanopore devices proposed thus far is the small signal-to-noise ratio which does not allow for an error-free sequencing, a crucial factor in sequencing. Again, different protocols have been proposed to increase this ratio. For example, multiple measurements of the DNA bases can decrease the error to almost zero [121] . Given the current distributions of the nucleobases and the desired readout accuracy, it is easy to extract the number using statistical arguments of the independent electrical measurements needed to sequence DNA within this desired accuracy. As an example, for a sequencing error of about 0.1%, about 80 electrical current measurements are needed to distinguish the four nucleobases. In this case, 10 7 current measurements per second would lead to sequencing the whole genome in less than 7 h without any need for parallelization.
Fluctuations in the current occur in real devices. These originate from the structural fluctuations of the translocating DNA and the noise associated with the electrical current: Thermal, shot, and 1/f noise [125] . Choosing to operate slightly away from the zero-frequency limit can reduce the 1/f noise. For the transverse current measurements, the shot and thermal noise should be very small leading to a less than 0.1% of the error in the current [125] . Accordingly, the most significant source of noise originates from the fluctuating dynamics of the translocating DNA. Finally, tuning the detection characteristics, i.e. the electrical measurement's bandwidth can also tune the read-out process. It is thus also possible to increase the signal-to-noise ratio by up to 10 by increasing the measurement bandwidth to 1 MHz or up to tens of MHz [62] . In this way, the sensing device would be able to detect current traces from tens of pA to nA.
Recent achievements, drawbacks, and future directions
Until 2007 the costs for sequencing DNA followed Moore's law for computing costs. At that time, next generation sequencers were entering the market. In 2013 the costs for sequencing were about $5000 and still decreasing [7] . The human genome project (also known as the $1000 genome programme) with roughly $230 millions had a large share of this success. From this money about $88 million was granted to nanopore-related projects.
During the last two decades, there have been enormous scientific achievements evidenced by the incredibly large number of experimental and theoretical studies on nanopores and their use in single-molecule experiments to detect and identify biomolecules. It all started with the use of biological nanopores like α-hemolysin, which were able to electrophoretically thread DNA molecules. Currently, the variety of nanopores which have been synthesized continues to be enriched far beyond what would have been expected when the field was still in its infancy. In fact, the first nanopore sequencing devices manifesting this have just reached the market.
A look at the existing nanopores cannot really reveal the most efficient one for sequencing applications. All have their drawbacks and advantages, which is why the field is still evolving.
Biological nanopores were the first nanopores to thread DNA molecules. These were complemented first by silicon nitride nanopores, a few years ago by graphene nanopores, and very recently by MoS 2 and plasmonic nanopores. Silicon nitride nanopores are more stable and robust compared to biological ones. Graphene and MoS 2 nanopores can provide read-outs of a single nucleobase instead of simultaneously measuring the current from a few nucleobases as is the case in silicon nitride and biological nanopores. On the other hand, the plasmonic nanopores proposed this year can provide an additional optical readout, which could prove to be very successful. This analysis can go on without-at this stage-choosing any real winners among the nanopores. The fact is that their rich variety seems to increase the possibility of generating a very promising sequencing device and an efficient single-molecule analyzer.
In general, the main advantages of using a nanopore to detect the DNA information is that it can deliver real-time sequencing of single molecules at low cost, it does not damage the DNA molecule, and could potentially reanalyze the same DNA molecule. It is also a flexible and scalable method. Using the tunneling current signals as a way to identify the DNA sequences seems to be-to date-the most promising technique, although an optical detection is becoming a strong alternative or a complementary method. Within the former scheme, each nucleotide would be interrogated at a time without the need for modifying the translocating DNA molecule. The read-out scheme would allow long read lengths and reduce the sequencing costs. However, important issues still need to be addressed. The electric field in the nanopore is very strong. This might give an additional control over the DNA dynamics in the nanopore, but could still lead to the contamination of the electrodes with counterions, local heating of the electrodes, and electromigration of the surface atoms altering the electrical signals and introducing errors into the read-out process [62] . In addition, the translocation should be roughly steady to allow again for a high fidelity read-out. This could be controlled by adjusting and optimizing the value of the transverse with respect to the longitudinal electric field.
Taking into account the incredible progress that has been made in the last 20 years in the field of nanopore research, there should be no doubt that it will become possible to sequence the human genome very fast and very cheaply in the near future with a nanopore device. Other sequencing schemes are also part of the game, but nanopores seem to have all the necessary 'ingredients' to realize a flexible, low cost, real-time, and parallelizable sequencing device. Due to this, research in this field is intense and will remain so in the years to come. There are still many avenues to explore using nanopores. Despite the potential success in this field, it should always be kept in mind that sequencing the human genome cannot easily reveal the secrets of life. It will need great efforts to understand how the hidden information within the molecule of life influences a human's health or disease and understand how it is transformed into biology. In the end, even without sequencing, nanopores show an incredible efficiency in single molecule research.
